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Statistics
❏ 40% of internet traffic is clicks fraud
❏ 8 out of 10 advertisers experience clicks 

fraud without knowing it
❏ Annual volume of click fraud $65 billion
❏ Every year the share of click fraud 

increases by 1.5 times



Click Fraud by Networks
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Who benefits from it and why?
1. Competitors (spend your budget)
2. Website owners (earnings on clicks)
3. Black hat marketers
4. Fraudulent ad networks
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How click fraud works
● Amateur clicking (manually)
● Device farms
● Viruses, Malware
● Emulators, Bots
● Special Services
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Exclusion of users according to the rules
● Exclusion of all return visits (protection from amateurs, you 

lose your audience)
● Exclusion of all for 1 day (needs 1000 users per day)
● Exclude all quick visits (< 15 seconds)
● Exclude everyone who visits 3 times without conversion



Precise 
protection
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IP exclusion
● Manual IP exclusion

○ Checking server logs
○ Manual search for suspicious
○ Takes hours
○ Reaction speed is limited by 

your time
○ 500 IP limit per campaign



IP exclusion
● Manual IP exclusion
● Automatic IP exclusion

○ Continuous Analysis
○ Fast reaction
○ Сan bypass 500 IP limit
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Smart Click Fraud Protection
● Multivariate analysis

○ Browser fingerprints
○ User identifiers
○ Behavioral analysis
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Smart Click Fraud Protection
● Multivariate analysis

○ Browser fingerprints
○ User identifiers
○ Behavioral analysis

● Real-time protection
● Comprehensive platform



Thank you!
Write to me on LinkedIn and get a complete Google Ads Cheat Sheet


