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Statistics

0
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40% of internet traffic is clicks fraud

8 out of 10 advertisers experience clicks
fraud without knowing it

Annual volume of click fraud $65 billion
Every year the share of click fraud
increases by 1.5 times
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B Fraud Clicks

Click Fraud by Networks

Suspected Fraud [JJ] Legitimate
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Who benefits from it and why?

1. Competitors (spend your budget)
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Who benefits from it and why?

1. Competitors (spend your budget)
2. Website owners (earnings on clicks)

"] Showbiz
CheatSheet

Marvel Comic-Con 2019: The 5 Biggest Phase 4 Bombshells,
Including Everything We Know About i

Perry Carpenter

Marvel is taking things to a whole new level in Phase 4 of the MCU.Puring a panel at
Comic-Con San Diego, Marvel revealed its full schedule over the nex} two years. Not only
does this include a hefty 10 different titles, but the studio has tappedq some major
Hollywood talent to lead the way into Phase 4. Here’s are five of the Qiggest releases in

Marvel's lineup, including a look at Valkyrie.
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| £75 ad credit for you
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Who benefits from it and why?

1. Competitors (spend your budget)
2. Website owners (earnings on clicks)
3. Black hat marketers
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Who benefits from it and why?

Competitors (spend your budget)
Website owners (earnings on clicks)
Black hat marketers

Fraudulent ad networks
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How click fraud works

e Amateur clicking (manually)
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How click fraud works

e Amateur clicking (manually)
e Device farms
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How click fraud works

e Amateur clicking (manually)
e Device farms
e \iruses, Malware

Bots
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How click fraud works

Amateur clicking (manually)
Device farms

Viruses, Malware
Emulators, Bots \Q
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How click fraud works

Amateur clicking (manually)
Device farms

Viruses, Malware
Emulators, Bots

Special Services
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Exclusion of users according to the rules

e Exclusion of all return visits (protection from amateurs, you
lose your audience)

Segment name

AN
All visitors

Segment members Select the type of visitors from which you'd like to create a segment. Learn more about segments

Visitors of web pages ¥

Actions Include people who have taken the following actions

540 days Refine action

Action

Web page visit ¥ | inthe past
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Exclusion of users according to the rules

e Exclusion of all return visits (protection from amateurs, you
lose your audience)
e Exclusion of all for 1 day (needs 1000 users per day)

Segment members Select the type of visitors from which you'd like to create a segment. Learn more about segments

Visitors of web pages ¥

Actions Include people who have taken the following actions

inthe past | 1 days Refine action

Action

Web page visit ¥
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Exclusion of users according to the rules

Behaviour

Exclusion of all return visits (protection from amateurs, you
lose your audience)

Exclusion of all for 1 day (needs 1000 users per day)
Exclude all quick visits (< 15 seconds)

Trigger Configuration
Sessions I
Trigger Type

Date of First Session

Days Since Last Session =

Traffic Sources I @ Timer

Advanced

Conditions

Sequences

Transactions peruser ¥ = -

Event Name

Session Duration peruser ¥ < - 15 gtm.timer

Interval

15000



ssssss

Exclusion of users according to the rules

Exclusion of all return visits (protection from amateurs, you
lose your audience)

Exclusion of all for 1 day (needs 1000 users per day)
Exclude all quick visits (< 15 seconds)

Exclude everyone who visits 3 times without conversion

Audience Builder

Demographics

Behaviour
Technology
Belaviouy Sessions > v |3
Date of First Session Behgviour

Sessions >3

Days Since Last Session
Transac tions = 0

Traffic Sources

Transac! tions peruser ¥ = - 0
Advanced

Conditions . )
Session Duration per user

Sequences
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IP exclusion

e Manual IP exclusion
o Checking server logs
o Manual search for suspicious
o Takes hours
o Reaction speed is limited by
your time
o 500 IP limit per campaign
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IP exclusion

e Manual IP exclusion
e Automatic IP exclusion
o Continuous Analysis
o Fast reaction
o Can bypass 500 IP limit

Status
git, Susy

© nvalid

© nvaiid

© 'nvalid

© 'nvalid

© 'nvaiid

© nvaiid

IP Address

18222325
CjWKCAIAZp6eBhBYEIWA_gGqSIKpAFe29wWU.

114.4.222.205

EAIQIQobChMIjBPKUPHM _AIVWSSMAhOIMAG..

114.4.222.205

EAIQIQObChMIjBPKUPHM _AIVWSSMAhOIMAG...

114.4.222.205
EAIGIQObChMIjBPKUPHM _AIVWSSMAhOIMAG.

:320
CjOKCQIAIJSeBhCCARISAHNAZT88IZh5F-K.

202184114.20
ios_958c9fc0958alledabédaf244b5ef98.

~  Device Type
¥ Date/Time

Mobile Device
Jan 19, 2023 12:31 AM

Mobile Device
Jan 16,2023 12:55 PM

Mobile Device
Jan 16, 2023 12:55 PM

Mobile Device
Jan 16, 2023 1265 PM

Mobile Device
Jan 16, 2023 12:51 PM

Mobile Device
Jan 16,2023 10:43 AM

Keyword

Keyword - Not Provided
PMax_English_World | LunioTest

Keyword - Not Provided
Search_English_World | LunioTest

Keyword - Not Provided
Search_English_World | LunioTest

Keyword - Not Provided
Search_English_World | LunioTest

Keyword - Not Provided
PMax_English_World | LunioTest

Keyword - Not Provided
Discovery_English_Wo.. | LunioTest

Country

Location Not Available

indonesia
surabaya, East Java

indonesia
surabaya, East Java

Indonesia
surabaya, East Java

Philippines
Quezon City

Malaysia
selangor
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Smart Click Fraud Protection

09

e Multivariate analysis
o Browser fingerprints
o User identifiers
o Behavioral analysis
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Smart Click Fraud Protection

e Multivariate ana

lysis

o Browser fingerprints

o User identifi

ers

o Behavioral analysis
e Real-time protection

main.js — default (Workspace) X+

C @ (o] vscode.dev
EXPLORER

DEFAULT (WORKSPACE)

images
tpaw.png
dogpaw.png

favic
templates
home.htm|
deployment
gitignore
app_test.py

requirements.txt

© vscode.githut

OUTLINE
®oA4

home.htm!

font-family:
color: H#6
backgroun
The Cat said No!
-webkit-user-sele

~khtml-user-select:

-moz-user-select

user-select: no;

transition: backg

umbot r
backgroun
ton" clas: color: M#
‘togglePaw()
mbotron h1 {
colo

height: Srem;
al-align
text-align
$(window) . Load ( « border: 1px solid
$("body") . removeClass

_exanple h3 {

font-weight: 400;

-webkit-touch-callout: noj

round:

Brgba(189, 193, 20

dle

Js mainjs X

theCatSaidNo > static cript > Js main.
pawToggled = ¢
myTimeout;

allbackToggle() {
04

if (pawToggled) {
docunent. getElenentById(
¥

togglepau() {
(1pawToggled) {

document. getElementsByClassh
ineout = setTimeout(callb

document. getElementsByClassh.
clearTineout(myTimeout) ;

pawToggled = !pawToggled;

Spaces:4 UTF-8 LF (3 JavaScript _Layout: US.

& 0
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Smart Click Fraud Protection

e Multivariate analysis
o Browser fingerprints
o User identifiers
o Behavioral analysis
e Real-time protection
e Comprehensive platform

....................
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17,947 IPs

Platforms Active: 6

Sources
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Write to me on LinkedIn and get a complete Google Ads Cheat Sheet

Igor lvitskiy, PhD == - 2nd

Big Profits Google Ads | Founder of Google Ads
School

Talks about #ppc, #googleads, #digitalmarketing,
and #digitaladvertising




